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 Abstract 

 

 The explanation of the main subject of this paper will first begin with an overview and 

analysis of the conceptual and terminological determination of intelligence and criminal 

intelligence as its subspecies, with their elements, specificities, characteristics and methods that 

are used in the fight against terrorism. 

 Intelligence methods as the main weapon of intelligence activity are necessary and all 

officers should apply them in their work in order to achieve successful results, and thus increase 

the effectiveness and efficiency of the service responsible for detecting and combating the risks 

and threats to national security. 

 The most important issues and dilemmas raised in the conduct of the anti and counter-

terrorist fight will be set, explained, clarified and analysed within this paper in order to 

contribute to the creation of a more effective criminal-intelligence approach in dealing with 

terrorism. To this aim, the paper will use qualitative, general-scientific and logical methods to 

provide a security analysis of this theoretical-practical problem in the sphere of criminal-

intelligence activity. 
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Introduction 

Collecting and processing data and information about the intentions of the other countries is, in 

fact, a process of providing appropriate information base indispensable for making decisions 

about actions and finding alternative solutions to counter any possible dangers. With the 

emergence and development of intelligence activities, intelligence methods as basic means and 

procedures for obtaining knowledge of the opponent`s secrets have also been developed. The 

efforts providing the necessary information base for making decisions that protect the interests 

of the country from external dangers, in fact, represent the intelligence work, that is the use of 

intelligence methods to achieve the set aim.  

The criminal-intelligence process integrates relevant information in a logical order, 

analyzes them and makes a conclusion, an assessment or crime prevention. Criminal 

Intelligence in the police aims at preventing crime, planning and deploying resources. 

Crime prevention is accomplished by developing criminal intelligence products from 

information related to criminal activities of perpetrators. Such criminal intelligence products 

are used by the police to prevent commission of crimes by detecting and apprehending their 

perpetrators and applying strategies to eliminate or reduce crime threats. They are categorized 

as operational intelligence, which is used as a basis for making decisions on taking direct 

operational measures, primarily directed at individual entities, persons / groups and their 

activities. 

Resource planning and deployment, on the other hand, are accomplished through the 

development of criminal intelligence products for the needs of decision makers that provide 

information on the characteristics and methodologies of criminal threats in order to develop 

response strategies and deployment of resources. These products are categorized as strategic 

intelligence, which on the basis of crime assessment enable the police to develop resource 

deployment plans depending on the threats of crime. Nowadays the fight against terrorism is 

imperative in the whole international community. The greatest burden in countering terrorism 

lies with the intelligence process. The quest for information on the composition, organization, 

location, capabilities, plans, motives and ambitions of terrorist groups is a huge challenge for 

intelligence agencies. 

The fight against terrorism is highly dependent on human intelligence, the use of agents 

who need to look for information in the so-called covert operations. To be effective, 

counterterrorist intelligence must apply network properties and merge effectively with network 

operating forces. The fight against terrorism requires close cooperation of security services that 

are responsible for law enforcement as well as intelligence agencies. 
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Criminal intelligence: concept, purpose, function and role 

 

Generally speaking, intelligence can be said to be a specific function of the state, that 

is, its security services, which needs to gather truthful and timely information on all possible 

dangers in order to be able to successfully conduct foreign and domestic policy. When defining 

the term intelligence, if we take the literal translation of the English word intelligence used to 

denote  reporting, that is, reporting particularly important news, one would conclude that 

intelligence means providing data, information and news about some important eventsi. 

Intelligence, thus understood, is a process of providing data and information about events in 

other countries that may affect the countryii.  

The word intelligence can be used to describe the process of interpreting information in 

order to make them meaningful.  Intelligence can also be described as processed information 

used for the purpose of carrying out actions. Intelligence always involves a degree of 

interpretation of data, resulting in an inevitable degree of speculation and risk. Intelligence 

includes statements of facts and findings that are the result of using logic in relation to relevant 

facts. Intelligence is not an expression of opinions or the application of traditional ways of 

looking at things. It must be information that improve the performance of services to achieve 

their goalsiii. 

Intelligence is also used in criminal operations, as an important segment of security 

affairs and therefore stands out as a separate entity. 

Intelligence is an organized activity of a social group, movement, party, and  is part of 

the state apparatus (the state), aimed at gathering secret data and information from a potential 

or current adversary of military, political, economic, and cultural nature, in order to realize their 

own vital interestsiv. 

Intelligencev refers to the state's awareness and understanding of its strategic 

environment gained through the collection and analysis of secret and available information. 

Additionally, intelligence can also signify organizations that produce such knowledge; 

activities performed by those organizations; the organizational processes that direct these 

activities; and the product resulting from these activities. 

Intelligence refers to the state's awareness and understanding of its strategic environment gained 

through the collection and analysis of secret and available informationvi. 

By delineating the subject of research, the essence and form of the methods and the 

means that intelligence uses in the work, the following is defined : intelligence is organized 
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collection of confidential information and data about other countries through the agency of 

covert and illicit means and methods, intended for political purposes of the state that organizes 

such activity for the sake of safeguarding the security of its own country and damaging the 

interests, policies and security of other Statesvii. 

By means of intelligence, that is, by applying intelligence methods, the state assists and 

facilitates the achievement of its foreign policy goals, as well as timely access to information 

that enable it to successfully counter threats that may come from other countries. 

Criminal intelligence is dealing with related and unrelated credible facts, which put in a 

process of analysis and thus analyzed products can reveal the planning, preparation, 

perpetrators, performance, method of operation and profit of any kind of illegal activity. They 

can also be used to detect, predict, prohibit, destabilize, and control crime activities, so that 

criminal intelligence itself can influence crime and assist in prosecution of crimes in any areaviii. 

In order to better understand intelligence work, it is necessary to explain the model itself which 

is basically a method of policing that enables with less assets and human resources to achieve 

greater and more effective results by establishing proportionality between the needs (strategic 

assessments) and the resources (tactical assessment) used to detect perpetrators of crime - the 

criminal network (subject-target profile) and emerging forms of crime (problem profile), all 

going through an intelligence process that is basically a proactive investigation. 

Complementary and parallel to this process is the criminal operational analysis that through its 

primarily analytical products (strategic assessment, tactical assessment and operational 

assessment), as well as techniques (risk analysis, association charts, flow of funds, etc.) would 

enable strategic decisions to be made on the basis of reliable dataix. It should be noted that the 

concept of projective investigations is applicable to the research process as well - investigations 

through the use of analytical products and techniques by trained analysts in the units of 

analytical archiving process within the sectors of internal affairs.  

The general mission of criminal intelligence is to gather knowledge that refers to 

individuals or groups involved in criminal conspiracies in order to understand how they 

function, to describe their current activities, and to anticipate activities that they might 

undertake in the future. Criminal intelligence should support managers of law enforcement 

organizations in the decision-making process. In crime prevention activities, managers must 

know the full picture of criminal groups and criminal activities within their jurisdiction, their 

number, strength, impact, occupation, as well as possible future activities. 

The function of criminal intelligence when properly implemented (properly planned and 

effectively implemented) is one of the most important means of the police for detecting and 
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tackling (serious and organized) crime. By applying this function to the investigative process, 

the police are at a proactive advantage in detecting criminal activity, rather than reacting after 

a crime has been committed. Criminal intelligence can be put into effect in many actions taken 

by the police in detecting, prevention and throwing light on crime in all its forms. The needs of 

intelligence determine the type and scope of requirements associated with planning, prioritizing 

and taking necessary actions. This process must focus on gathering information in accordance 

with the law, gathering information that will be used to prevent crime or to deprive perpetrators 

of liberty, it must never be used for political purposes. The whole intelligence process consists 

of numerous phases-directions of collecting, sorting, evaluating, analyzing and distributing. 

Intelligence is a process that enables planning and direction while gathering information as a 

result of the strategic needs of the service, providing timely information with well-defined 

degree of reliability (assessment), as well as ensuring high protection of the sources of 

information through constant control of the process of creation and their use. This concept is 

the same at national, regional and local level with the exception of the scope, and perhaps more 

or less sophisticated depending on the quantity and nature of the professional equipment and 

software available. 

 

Intelligence and antiterrorist struggle: Factors and Conditions 

 

The evolution of terrorism reflects its complexity, dynamism and intensity, as well as 

its enormous threat to the national security of states and to overall international security. Today 

international relations are characterized by the emergence of new, more dangerous forms of 

terrorism with a potential to cause massive consequences, thus slowly making the world a 

hostagex. 

Performing a terrorist act has a primary and secondary effect. The primary action is to 

attack a particular object, person, or institution, and according to their plans, it usually happens 

with minimal incidental casualties. The secondary effect as a rule is the one whose importance 

for every terrorist organization exceeds the primary one multiple times, and that secondary 

effect is the public. For this effect, attractive targets are often chosen, with no major 

consequences for innocent victims. By announcing the news to the public, releasing a 

communique or taking responsibility for the event the main effect is achieved and publicity 

gained, whereas the people have the effect of fear, insecurity, mistrust in the authorities, et 

cetera, thus achieving the basic element of terrorism. 
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Once the attack occurs and the incident takes place, the support staff involved in the 

incident come to a safe zone and regroup. Leadership, command, and action personnel analyze 

the entire operation, detecting errors and drawing conclusions. These conclusions will be used 

in future attacksxi. 

After the global terrorist attacks, a number of flaws and irregularities were identified in 

the previous work of the intelligence services thus the need for some reforms in the intelligence 

sphere and work was imposed. The division of the intelligence services and their management 

by different centers which have not established a satisfactory level of cooperation, even within 

a single state, makes it difficult to exchange information, which are key elements in the anti-

terrorist fight. Defense against terrorist threats, dangers and vulnerabilities requires authorities 

to replace the formal, hierarchical intelligence structure with horizontal, cooperative, and fluid 

architecture that receives information intended for those in need through the development of 

specific information communities of information sourcesxii. Instead of focusing on central 

control, intelligence officials need to spend more time setting priorities, coordinating 

communication, providing technical assistance and ensuring data quality. Gathering more 

information from multiple sources will require greater analytical ability to prevent overload. 

When defining the new structure for collecting, analyzing, and disseminating national 

security informationxiii, questions about how to improve security while maintaining openness 

and protecting personal privacy, cannot be avoided. Vigorous public debates are essential to 

answering these questions. Clear guidelines, formulated in the debate process, can provide 

public confidence in new policies. Information technology can provide tools to minimize these 

conflicts, foster collaboration and give reassurance that the right information should come to 

the right people at the right time. Procedures that provide accountability and oversight can 

ensure that lessons learned from previous experiences reinforce the state's information 

strategies to combat terrorism. 

In fact, it is necessary to establish a system of joint control and management of the 

intelligence and counterintelligence services, in order to enable faster and more effective 

exchange of information, joint actions and unified leadership, command and management. 

Intelligence is an activity that through its elements should provide accurate and timely 

information about terrorists, terrorist organizations and their planned activities. The intelligence 

and counterintelligence services are the only competent and authorized authorities to apply 

covert methods and means to detect the preparatory actions that precede acts endangering the 

security of states. In fact, intelligence thus becomes a preventive function in the fight against 

terrorism. 
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Whether and to what extent the intelligence process will be effective in carrying out its 

preventive function in the fight against terrorism depends on: the ability to continuously operate 

and have a solid understanding of terrorist groups and individuals, their plans and goals, their 

political, economic and psychological motivation, leadership and guidance habits, membership, 

logistical and financial opportunities (for their covert accounts), links to other domestic and 

international terrorist organizations, links to countries sponsoring terrorism, and the structures 

of international organized crime that often act as their sponsorsxiv. 

First of all, through intelligence, it is necessary to reveal the identities of those who 

participate in a certain terrorist plan. Of course, the content, that is, the purpose of that plan 

must also be found out. As a reminder, the primary task of intelligence is to prevent, or to put 

it another way, to be a step ahead of the terrorists and their plans, so that terrorist activities 

remain on paper, without being realized at allxv. 

The importance of intelligence for the successful conduct of the fight against terrorism 

is enormous. Intelligence is a key link in counterterrorism operations and investigations, in 

other words , successful intelligence is the most important weapon in the fight against terrorism. 

The ability of the state to detect, analyze, and act upon a terrorist threat largely depends on the 

efficiency of the intelligence apparatus. 

The daily gathering of information on the identities, goals, plans and weaknesses of 

terrorists and terrorist organizations is the most difficult area in the field of intelligence. 

However, no other method of counterterrorism policy is more important in preventing, 

countering and responding to terrorist attacks. Intelligence in the sphere of counterterrorism is 

a special discipline with its own particular issues, specificities and much greater risksxvi. 

 

Criminal Intelligence and Tackling Terrorism: Challenges for the Republic of 

North Macedonia 

 

Policies and programs aimed at building contacts and trust with local communities, 

including businesses, religious communities, youth and education leaders, as well as cultural 

centers can help and respond to violent extremism and terrorism. Hence, some countries, 

including the Republic of North Macedonia, are redefining community policing in the context 

of intelligence-led policing for anti-terrorist purposes, establishing structures and processes in 

the national legal framework for obtaining and analyzing information from the public and 

locally. 



New Balkan Politics 

Issue 18, 2019/2020 

28 

 

Objectively speaking, the Republic of North Macedonia is continuously exposed to 

asymmetric threats arising from the frequent manifestation of ethnic intolerance, religious 

intolerance and extremism, which in turn create a suitable ground for radicalization that may 

lead to terrorism. The actualization of the phenomenon of "foreign fighters", that is the 

internationalization of extremist-radical concepts, as well as the influx of migrants and refugees 

from the countries of the Middle East and North Africa have contributed to the growing threats 

of terrorism, which unfortunately have already happened in many cases. 

With all this in mind, the key challenge is detecting, that is early alerting, and identifying 

possible threats of terrorism. To that end, the Republic of North Macedonia is continuously 

upgrading the normative and institutional capacities of the national security system, adopting a 

common security strategy, and developing and applying effective and functional mechanisms 

to deal with existing threats and risks An example is the prevention strategy as a system of 

normative, security and broader - sociological measures to combat these security phenomena, 

managing the consequences of radicalization and reducing the risks of terrorism.. This strategy 

is based on the need to identify the causes, conditions and factors that produce extremism, but 

also to identify their interaction; then, defining the emerging forms and developing tendencies 

of extremist and terrorist activity, especially after the emergence of new forms of terrorism and 

the change of terrorist tactics. 

In the context of the norms in this field, the National Security and Defense Concept of 

the Republic of Macedonia xvii1 is first to be mentioned, according to which the state institutions 

and bodies responsible for combating terrorism take their measures and activities on the basis 

of positive legislation and above all, The Constitution of the Republic of Macedonia as the 

highest legal act that guarantees the realization and protection of the fundamental freedoms and 

rights of the individual and citizen. 

In addition, in a series of legislative and other relevant acts such as the National Strategy 

for Prevention of Money Laundering and Financing of Terrorism and the National Strategy for 

Defense of the Republic of Macedonia, the National Counter Terrorism Strategy (2015-2020) 

is the starting point for institutional action. This National Strategy on Combating Terrorism has 

been drawn up without a ready Action Plan for its implementation, and it is a good basis for 

taking repressive measures in the fight against terrorism. However, we are all aware that 

effective counterterrorism and all its forms and shapes may only be achieved by taking 

preventive measures and action. Therefore, a National Strategy for Combating Terrorism 

(2018-2022) xviii and a National Strategy for Prevention of Violent Extremism (2018-2022) xix3 

were later adopted, a National Committee for Prevention of Violent Extremism and Fight 
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against Terrorism was established, and  a National Coordinator for prevention of violent 

extremism and fight against terrorism was appointed, as well as two deputy national 

coordinators, one for the fight against terrorism and one for the prevention of violent extremism. 

The Committee is composed of 22 members and 22 deputy members who are permanently 

employed in 21 Ministries and institutions of the Republic of Macedonia. All members of the 

National Committee, experts dedicated to prevention of violent extremism and fight against 

terrorism, as well as civil society representatives who participated in public consultations 

organized in Skopje and Tetovo were involved in the preparation of the National Strategic 

Documents. The need to prepare new National Strategic Documents is due to the need to 

transfer activities for prevention of violent extremism and radicalization in the field of 

prevention, and to apply a comprehensive social and institutional approach in dealing with these 

security phenomena. 

In the last few years, starting in 2015, the Macedonian police have begun to develop an 

intelligence-led policing model for central and regional police services that will provide 

recommendations for legal reform and reorganization of police structures through more 

efficient and effective inter-agency cooperation in the area of information exchange, which help 

fight terrorism, as well as violent extremism and radicalism that lead to terrorism. 

Societal changes have imposed the need for necessary changes in law enforcement, in 

response to the more sophisticated methods of carrying out terrorist attacks and the efforts of 

terrorists to avoid confronting the law. The answer to modern forms of terrorism, as well as 

organized crime, is introducing a methodology in policing that will provide some insight into 

planned terrorist activities and thus put police action a step ahead of terrorists. 

Based on an interview with three Ministry of Interiorxx advisers in line with the 

Ministry's plan, the implementation of this approach is carried out in three components, namely 

the preparation of an analysis of the current state of implementation of the intelligence-led 

policing model, the establishment of a legal framework for the concept of intelligence-led 

policing and developing a model for training and conducting intelligence-led policing training. 

An assessment of the existing organizational structure at local and regional level has 

been made so far so that it can be upgraded and restructured through the introduction of 

European standards in policing. Strengthening of the cooperation between institutions that 

enforce law and exchange information in the Republic of North Macedonia was made, and the 

legal framework was reviewed and evaluated in order to improve and harmonize it with the 

European one, by drafting recommendations and bylaws. 
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All this work is done by the Department of Criminal Intelligence and Analysis at the 

Public Security Bureau and the regional organizational units for criminal intelligence 

analysisxxi, which are responsible for collecting, processing and analyzing data and information 

according to previously established methodologies and standards for processing, it prepares 

analytical products and reports and disseminates them to the organizational units in the 

organizational units of the Public Security Bureau. 

The main purpose of such activities is to contribute to the improvement of perception 

and capability of community police services, as well as improving police efficiency in gathering 

information to guarantee internal security and protection against contemporary forms of crime, 

including terrorist activities, moreover respect of civil rights and freedoms. 

In the following period, the Ministry of Interior is focusing on application of new 

methods for resolving problems that affect communities, with a focus on preventing the factors 

that influence the emergence of extremism and the process of radicalization, with the main 

element being a balance between security and freedom.  

In the country there is a Law on National Criminal Intelligence Database valid from 

01.01.2012, which regulates the establishment and functioning of the National Criminal 

Intelligence Databasexxii6, the processing of data in the database, the security of the data in the 

database, the use of the database for purposes of cooperation with foreign entities and the 

monitoring of the functioning of the database. The database is an integrated information system 

that enables the processing and provision of data usage between the competent state authorities, 

as well as the exchange with foreign entities, with the aim of preventing and detecting criminal 

offenses in accordance with the law. 

One of the recommendations in Priebe's xxiii report that is important to mention and that 

affects the criminal-intelligence process is that communication tapping in order to conduct a 

forensic investigation and tapping for security reasons should be considered as separate 

functions and regulated separately. That is why in the following period, legal and institutional 

changes were implemented in the security sphere in the Republic of North Macedonia. First, on 

April 12, 2018, the Law on Interception of Communicationsxxiv and the Law on Operational-

Technical Agencyxxv were adopted by a two-thirds majority in the Parliament of the Republic 

of North Macedonia. The adoption of these laws is a milestone in the creation of a more 

responsible intelligence sector. Operational-Technical Agency (OTA) was established and 

started operating on November 1, 2018.  

OTA serves as an intermediary in the process of monitoring communications between 

competent authorities and telecommunication operators. In addition, on May 22, 2019, the Law 



New Balkan Politics 

Issue 18, 2019/2020 

31 

 

on the National Security Agencyxxvi and the Law on Coordination of the Security Intelligence 

Community in the Republic of North Macedoniaxxvii were also adopted by a two-thirds majority. 

The National Security Agency (ANB) began operating on September 1, 2019. The new ANB 

director appointed by the government, said that ANB marks the end of a key phase of the 

country's security sector reform process. The ANB will focus on implementing reforms in line 

with European security standards, thereby contributing to the country's integration process in 

NATO and the EU as a factor of stability in the region. Then, the Civic Oversight Council, an 

independent oversight body designated and funded by Parliament, was set up in June 2019. 

This whole new situation in the security-intelligence sphere in the country should 

contribute to proper, lawful and legal implementation of the envisaged legal powers, when it 

comes to gathering information and data (intelligence) for the needs of national security and 

defense of the state. 

 

Conclusion 

 

Terrorist organizations are very persistent and militant in pursuing their goals and 

visions, especially the desire to create their own state that fosters powerful morale and 

exaltation. They are prepared to withstand their utopian demands, although at times they may 

seem unreachable or unattainable. They are very cruel and effective, they leave nothing to 

chance and would do anything to realize their vision and all public threats. They will stop at 

nothing to substantiate their demands with violence driven by the burning desire to succeed at 

any cost, especially now in the modern 21st century. This is where the need to study this 

phenomenon arises, which can only be traced back to its essential existence through a multi-

dimensional empirical and abstract logical analysis. Faced with a growing number of terrorist 

acts worldwide, it is logical to think of new strategic approaches to combating it. Utilizing 

modern tools and methods. One of such tools is criminal intelligence, which as a process 

enables the collection, processing and dissemination of timely, relevant and accurate data on 

future planned terrorist acts, in order to prevent them. 

Gathering, analyzing and exchanging intelligence is one of the most important methods 

in the fight against international terrorism. The transnational nature of today's terrorism gives 

states a powerful impetus to exchange intelligence in order to prosecute terrorists and prevent 

future terrorist attacks. Gathering, analyzing and exchanging intelligence is one of the most 

important methods in the fight against international terrorism. The transnational nature of 

today's terrorism gives states a powerful impetus to exchange intelligence in order to prosecute 
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terrorists and prevent future terrorist attacks. However, exchanging anti-terrorist intelligence 

information is often difficult, especially when it comes to national security. There should be an 

exchange of anti-terrorist intelligence between the secret services of the states with a significant 

level of mutual trust. Unfortunately, however, distrust is part of the subculture of the secret 

services and other elements of the national security apparatus. 

Strategic thinking in the fight against modern terrorism today is the basis for an effective 

police response. Without short-term and long-term predictions that will assume the direction of 

development of terrorist organizations, without thoughtful allocation of the already scarce 

resources it is not possible to successfully prevent, detect and process terrorist attacks. Certainly 

criminal intelligence and especially strategic analysis as part of it should be the basis of the new 

type of police service work. Modern terrorism is a complex type of crime that is preceded by a 

great deal of preparation and organization, and this is where strategic thinking should be 

directed. Obtaining data from all sources for processing and producing quantitative, temporal 

and demographic analyzes, descriptive and multivariate statistics, analytical mapping of 

terrorism and proper dissemination of information received should be the core work of the units 

in charge of proactive action in the fight against terrorism.  

Multilateral information sharing, including indicators of potential attacks and alliances 

among cybercrime actors, are needed to deter cyber opponents. This requires the development 

of new analytical crafts, processes and policies. Intergovernmental instruments are needed to 

take full advantage of lateral information sharing, along with the development of distributed 

intelligence products, including the development of mechanisms for the exchange of 

information between the two nodes - intra-national and international. 

Given the complex nature of extremism and terrorism, it can be concluded that enhanced 

collective action is necessary not only for the security services but also for all societal actors of 

political, legal, educational, social and religious aspect. 

Firstly, it is the identification of all the factors that lead to radicalization and have 

terrorist potential, as well as their multidisciplinary and integrated treatment; then pursuing a 

policy of proactive preventive action, rather than repressive measures, by striking a balance 

between the effective protection against contemporary risks and dangers and protecting the 

already acquired freedoms and rights of citizens; thirdly, continual development and upgrading 

of the state's normative and institutional infrastructure, in line with the growing threats of 

terrorism and its modern forms of manifestation; implementation of complex educational, social 

and security measures and activities by all societal actors (state and non-governmental); specific 
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projects for de-radicalization of already radicalized individuals and rehabilitation, that is re-

socialization of former terrorists. 
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